23
24
25
26
27
28
29

39
40
41
42
43
44

Comparing Government Hosting Strategies in China and Mexico
Through Network Tracing and Geolocation

Samarth Arul
samartharul@u.northwestern.edu
Northwestern University
Evanston, IL, USA

Abstract

Governments worldwide rely on varying web hosting strategies,
with some prioritizing domestic infrastructure while others depend
on third-party global providers. Understanding these hosting mod-
els is crucial in assessing cross-border dependencies, cybersecurity
risks, and digital sovereignty. This study builds on the findings of
Kumar et al. (IMC 2024) by analyzing government hosting practices
in two contrasting countries, one with a strong domestic host-
ing preference (China) and another relying heavily on third-party,
cross-border cloud providers (Mexico).

We conduct an empirical analysis using traceroute measurements
to examine network paths between government websites and their
hosting infrastructures. By geolocating IP addresses along these
paths, we identify cross-border dependencies, revealing whether
a country’s government services traverse foreign networks. Our
methodology includes selecting a representative set of 20 government-
related domains from each country, performing traceroute-based
path tracing, and visualizing the routing topology using geolocation
mapping techniques.

Our results highlight key differences in government hosting
practices, showcasing varying degrees of reliance on foreign in-
frastructure and intermediaries. The analysis provides insights into
the implications of these dependencies, such as potential security
concerns and data jurisdiction issues. Furthermore, we discuss the
challenges encountered during internet-scale measurements, in-
cluding data accuracy limitations and network dynamics.
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1 Introduction

The internet forms the backbone of modern government services,
enabling citizens to access critical information, public records,
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and administrative resources. However, the infrastructure support-
ing these digital services varies significantly between countries.
Some governments prioritize domestic hosting to maintain data
sovereignty and reduce external dependencies, while others rely
heavily on global cloud providers for scalability and cost efficiency.
The choice of hosting strategy carries implications for security,
resilience, and cross-border dependencies.

Recent work by Kumar et al. [1] provides a comprehensive anal-
ysis of government hosting strategies worldwide, categorizing na-
tions based on their reliance on domestic infrastructure versus
third-party international providers. Their study highlights the vary-
ing degrees of external dependencies in government hosting, raising
concerns about data jurisdiction, geopolitical risks, and service reli-
ability. Understanding these hosting models is essential in assessing
the broader implications of digital sovereignty and infrastructure
resilience.

In this paper, we extend the insights of Kumar et al. [1] by con-
ducting an empirical study of cross-border dependencies in govern-
ment web hosting. We analyze two countries with contrasting host-
ing strategies—one with a high reliance on domestic infrastructure
and another that predominantly uses foreign cloud providers. Us-
ing traceroute measurements, we map the network paths between
government websites and their hosting locations, geolocating IP ad-
dresses along the routes to identify cross-border dependencies. Our
analysis provides a detailed examination of how government traf-
fic flows across different jurisdictions, shedding light on potential
security and policy concerns.

By combining internet-scale measurement techniques with ge-
olocation analysis, we aim to contribute to the ongoing discus-
sion on government infrastructure resilience and digital autonomy.
These findings could offer valuable insights for policymakers, re-
searchers, and network operators seeking to assess and mitigate
cross-border risks in government hosting.

2 Methodology

To analyze cross-border dependencies in government web hosting,
we conducted a measurement study using traceroute-based path
tracing and geolocation analysis. This section outlines the dataset
selection, country selection criteria, path tracing methodology, and
data visualization techniques.

2.1 IP Address Dataset

For this study, we utilized the dataset provided in the vantage
_domain_ip_server_map.csv file. This dataset contains a curated
list of government-related domains from multiple countries, along
with their associated IP addresses and geolocation data. From this
dataset, we selected a representative sample of 20 government

59
60

61

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

79

80

81

82

83

84

85

86

87

88

89

90

91

92

93

94

95

96

97

98

99

100

101

102

103

104

106

107

108

109

110

111

112

114

115

116


https://doi.org/10.1145/nnnnnnn.nnnnnnn
https://doi.org/10.1145/nnnnnnn.nnnnnnn

117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149

150

160
161
162
163
164
165
166
167
168
169
170
171
172
173

174

Conference’17, July 2017, Washington, DC, USA

resources per country, ensuring an even distribution of domestically
and internationally hosted content. This selection enabled us to
analyze variations in hosting strategies and identify potential cross-
border dependencies.

2.2 Country Selection

We selected China and Mexico as our two case study countries due
to their contrasting government hosting strategies, as highlighted
in Kumar et al. [1].

China exemplifies a strong domestic hosting model, with the vast
majority of government services hosted within national infrastruc-
ture. The country enforces strict internet regulations, including the
Great Firewall, which limits reliance on foreign hosting providers.
This approach enhances data sovereignty and security but also
raises concerns about network centralization. Nevertheless, a small
subset of government resources are hosted internationally, most
prominently in Japan.

In contrast, Mexico demonstrates a more diverse hosting strat-
egy, with a significant portion of government services hosted on
international platforms, particularly by U.S.-based cloud providers.
This reliance on foreign infrastructure introduces potential vul-
nerabilities related to data jurisdiction, cross-border routing, and
geopolitical risks.

By comparing these two countries, we aim to illustrate how
government hosting strategies affect internet routing, external de-
pendencies, and potential cybersecurity concerns.

2.3 Path Tracing and Geolocation

To conduct path tracing, we used RIPE Atlas probes via AquaLab’s
Custom RIPE Atlas API Platform. RIPE Atlas is a global network
measurement platform that allows researchers to perform tracer-
outes from geographically distributed vantage points. Using the
provided tool, we executed traceroutes from in-country probes to
the selected government websites in China and Mexico. This al-
lowed us to capture the sequence of intermediate hops that packets
traverse when reaching their destination.

The traceroute data was processed using a custom Python script,
which extracts key routing information, including IP addresses,
round-trip times, and ASN (Autonomous System Number) map-
pings. This structured data provided insight into network paths
and potential cross-border traffic flow.

For geolocation, we employed the IP geolocation API ipinfo.io,
which returns the latitude, longitude, city, and country associated
with each IP address. The geolocation results allowed us to map
the physical locations of intermediate hops, highlighting instances
where government traffic was routed through foreign networks. In
cases where API queries failed, we supplemented missing data with
MaxMind’s GeoLite2 database.

2.4 Data Visualization

To present our findings, we generated interactive maps using the
Folium library. Each traceroute was visualized as a network path,
with nodes representing IP addresses and edges illustrating packet
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flows between them. Different colors were assigned to each tracer-
oute path from another. The resulting maps provided a clear depic-
tion of cross-border dependencies, revealing patterns of interna-
tional traffic exchange and foreign infrastructure reliance.

3 Results

This section presents our findings on government hosting strategies
in China and Mexico, focusing on their hosting profiles, cross-
border dependencies, and key observations derived from traceroute
analysis.

3.1 Hosting Profiles

Our analysis revealed stark contrasts between the hosting practices
of China and Mexico. As expected, China maintained a strong
preference for domestic hosting, with the majority of government
services hosted within its national infrastructure. However, a small
subset of services was found to be hosted in Japan, indicating limited
reliance on foreign infrastructure.

In contrast, Mexico exhibited a far more distributed hosting strat-
egy, with a significant portion of its government services relying on
foreign infrastructure. The majority of traffic was routed through
the United States, underscoring Mexico’s dependence on U.S.-based
cloud providers and network intermediaries. Additionally, some
government services were found to be hosted in Brazil, Israel, and
even as far as Australia, further emphasizing the extensive cross-
border dependencies in Mexico’s hosting approach.

These results align with the trends identified by Kumar et al.
[1], where countries with strong digital sovereignty policies, such
as China, tend to prioritize domestic hosting, while others, like
Mexico, rely more heavily on global cloud infrastructure.

3.2 Cross-Border Dependencies

Our traceroute-based path tracing allowed us to identify several
instances of cross-border dependencies:

- **China’s Limited Cross-Border Routing:** While China primar-
ily hosts its government services within domestic infrastructure,
we observed cases where traffic was routed through Japan. This
suggests that despite China’s stringent digital sovereignty policies,
certain government-related services still depend on international
connectivity. - **Mexico’s Extensive Foreign Reliance:** The major-
ity of Mexico’s government services were hosted or routed through
the United States, indicating a strong dependency on U.S. infras-
tructure. This reliance introduces potential risks related to data
jurisdiction and service continuity in the event of geopolitical or
policy changes. - **Additional Hosting in Brazil, Israel, and Aus-
tralia:*™ A smaller fraction of Mexico’s government content was
hosted in Brazil, Israel, and Australia. These cross-border depen-
dencies highlight the diverse hosting choices made by the Mexican
government, which may be influenced by factors such as cost, ser-
vice availability, or international partnerships.

These findings demonstrate the varying levels of control gov-
ernments exercise over their internet infrastructure, with China
exhibiting high domestic hosting concentration and Mexico relying
on a globally distributed hosting strategy.
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3.3 Figures

To further illustrate these hosting patterns and cross-border depen-
dencies, we present the following figures.

Figure 1: All traceroute paths collected in this study, showing
government network traffic routes and cross-border depen-
dencies.

Figure 2: Close-up of China’s government hosting and net-
work paths.

Figure 3: Close-up of Mexico’s government hosting and net-
work paths.

These figures provide a clear depiction of government internet
traffic flows and the extent of reliance on foreign hosting providers.
The visualizations highlight the stark contrast between China’s
primarily domestic hosting model and Mexico’s extensive foreign
dependencies.
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Figure 4: Cross-border dependencies: Network paths passing
through Israel and Germany.

Figure 5: Cross-border dependency with Australia.

4 Conclusion

This study analyzed the hosting strategies of China and Mexico,
focusing on their government web infrastructure and cross-border
dependencies. Our findings confirm that China strongly priori-
tizes domestic hosting, with only minimal reliance on international
infrastructure. Conversely, Mexico exhibits a highly distributed
hosting model, with significant reliance on the United States and
additional dependencies on Brazil, Israel, and Australia.

Our results highlight key policy considerations regarding digital
sovereignty, security, and resilience. Countries like China maintain
control over their digital infrastructure to minimize foreign depen-
dencies, whereas countries like Mexico rely on external providers,
introducing potential risks related to data jurisdiction and service
continuity.

Reflections on measurement challenges: This study encoun-
tered a small number of challenges inherent to internet-scale mea-
surements. Traceroute results varied due to network dynamics, and
some IP addresses were unavailable. Geolocation data was often in-
complete or inaccurate, requiring supplemental lookups that were
not always successful. Routing asymmetry further complicated
analysis, as forward and return paths did not always align. These
challenges highlight the complexities of measuring global internet
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infrastructure and underscore the need for robust methodologies
in assessing government hosting strategies.

Future research could extend this analysis by incorporating more
countries and tracking hosting trends over time. Our study provides
a foundation for understanding government hosting models and
their implications for digital sovereignty, cybersecurity, and cross-
border data governance.
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